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and estimated impact from cybersecurity incidents, among other fields.  DER did not submit a 
copy of the draft call report schedule with its technical comments.22 

In addition to call report schedules, DER could also exercise its supervisory authority, as 
DBR has done in its pilot program, to require the Enterprises to submit data on a template of 
its design with defined terms.  However, the Deputy Director acknowledged that she has not 
authorized an initiative similar to DBR’s pilot program and we found no effort during the 
Review Period within DER to compile and analyze a consistent dataset of cybersecurity-
related information across the Enterprises or to perform periodic trend analyses using 
consistent data.  FHFA is also conservator for the Enterprises.  As conservator, the Agency 
could require the Enterprises to use a specific template for their internal cybersecurity incident 
reports.  It has not done so. 

Without Consistent Data, FHFA Lacks the Ability to Aggregate Cybersecurity Incident 
Data and Perform Trend Analysis Across its Regulated Entities 

As discussed above, the Green Book establishes principles for the collection and processing 
of data to produce quality information in order for a federal agency to achieve its objectives.  
Consistent with the Green Book, agency management should identify the information 
requirements needed to meet its performance goals.  FHFA has established a performance 
goal of assessing the safety and soundness of regulated entity operations.  The Agency has 
long recognized, “[o]perational risks associated with information security and cyber risks are 
significant for the Enterprises, as they are for all financial institutions.”23  Both Enterprises 
face similar cybersecurity risks, and both seek to mitigate cybersecurity vulnerabilities and 
strengthen their cybersecurity programs. 

To date, FHFA guidance has required the Enterprises to report only high severity, high impact 
events that disrupt business, cause significant operational losses, and/or result in the filing of 
a SAR.  During the Review Period, no “Severity 1” or significant operational cybersecurity 
events were reported, and a small number of cybersecurity-related SARs were filed.  FHFA 
is aware of the ongoing threat from cyber attacks from its review of the Enterprises’ internal 
management reports of cybersecurity events and incidents, but the disparities in the number 
of events and incidents reported by the respective Enterprises cannot readily be reconciled, 
which hinders analysis of the aggregated data for supervisory purposes. 

                                                           
22 Given that this change in FHFA’s position took place after the end of the Review Period and first appears 
in FHFA’s technical comments, and given that the call report schedule remains in draft, OIG acknowledges 
FHFA’s representations regarding its expectations for future action on the call report without reaching a 
conclusion for purposes of this report. 
23 FHFA, 2018 Report to Congress, at 70 (June 11, 2019). 
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APPENDIX: FHFA MANAGEMENT RESPONSE .............................  
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ADDITIONAL INFORMATION AND COPIES .................................  

 

For additional copies of this report: 

• Call: 202-730-0880 

• Fax: 202-318-0239 

• Visit: www.fhfaoig.gov 

 

To report potential fraud, waste, abuse, mismanagement, or any other kind of criminal or 
noncriminal misconduct relative to FHFA’s programs or operations: 

• Call: 1-800-793-7724 

• Fax: 202-318-0358 

• Visit: www.fhfaoig.gov/ReportFraud 

• Write: 

FHFA Office of Inspector General 
Attn: Office of Investigations – Hotline 
400 Seventh Street SW 
Washington, DC  20219 

 

http://www.fhfaoig.gov/
http://www.fhfaoig.gov/ReportFraud

